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Abstract. The current investments for smart infrastructure development in cities
result in the proliferation of self-consistent and closed applications (often called
“silos”), which provide services with strong vertical integration but without ease
of mutual horizontal integration. This paper investigates the state of several ini-
tiatives addressing this problem. It arrives at a proposal for diminishing and, ide-
ally, breaking down these silos. This vision can be achieved by introducing the
idea of building Smart Cities on a common set of architectural principles, Pivotal
Points of Interoperability (PPI), and by applying these principles to the definition
of a set of open Smart City Platform Specifications.
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Introduction Recent reviews describe many
investments for smart infra-
structures in cities (NIST, 2018) (Catriona MANVILLE, 2014),
such as smart metering or sensors for intelligent mobility/light-
ning. Cities are going beyond the experimentation phase of in-
novative applications demonstrating benefits and feasibility of
the smart city concepts (European Commission, 2017).

The result is a proliferation of services for citizens and public
administrations with many new data sources, applications and
data managers. Unfortunately, they are designed as single appli-
cations with their own specific objectives and functions.

Such silos hamper the diffusion of open data, raise the amount
of investments for any new service, prevent citizens and public
administrations from obtaining full advantage from the existing
infrastructures and services, and hinder the composability of so-
lutions and services and their replicability within different cities
and contexts - thus favouring vendor lock-in. All these criticali-
ties raise the challenge for interoperability between services and
across the domains of the smart city.

This paper investigates the state of prominent initiatives and ap-
proaches dealing with this challenge and presents a proposal for
diminishing and, ideally, breaking down interoperability barri-
ers among silos.

The concepts of Interoperability and related standards are out-
lined in the next section.

The following sections are dedicated to the landscape of the cur-
rent initiatives, including standardization and novel approaches
like Pivotal Points of Interoperability (PPI) introduced in the In-
ternet of things - enabled Smart City Framework, also known as
the IES-City Framework (IES-City).

The last two sections present a proposal for Smart City Platform
Specifications (SCPS) as a mean to tackle the interoperability is-
sues in the smart cities domain and summarize conclusions of
this paper.
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Definition of
interoperability
and standards

Interoperability is a key enabler for
new information flows among
smart city or Internet of Things
(IoT) applications. However, turn-
ing this enabler into cogent technical specifications is not yet clear.
Interoperable systems share a common meaning of the exchanged
information, and this information must elicit agreed-upon types
of response.

A reasonable definition of Interoperability for smart cities might
be found in (Gary Locke, 2010): «the capability of two or more
networks, systems, devices, applications, or components to ex-
change and readily use information, securely, effectively, and
with little or no inconvenience to the user».

An important concept implied by the previous definition is that in-
teroperability is a complex property resulting from a broad set of
aspects: functional, business, human, trustworthiness, timing, data,
boundaries, composition and lifecycle (CPS Public WG, 2016).
Standardization has achieved different maturity levels on these
aspects: substantive progresses has been made at the technical
level with faster and more secure protocols for data transmission
(GSM for example); progress has been smaller on the facilitation
of application integration.

Smart Cities are growing thanks to both digital migration of ex-
isting services and the composition of new services upon exist-
ing ones. The number of potential new applications and services
(and data flows to deploy) is rapidly increasing (Hollands, 2008;
Vatsal Bhatt, 2017). Factors hampering interoperability include
the number of already existing solutions with different institu-
tions and organisations in charge, along with the lack of conver-
gence in the field of the standardization initiatives.

The proliferation of architectur-

al design efforts for smart cities

has resulted in divergent and,

sometimes, non-aligned standards.

Looking at the many Smart City initiatives trying to address this

problem, it is evident how strong a motivation this subject has

within the smart city community. These initiatives try to act on

the following issues:

- Lack of coherence in existing Smart City standards.

- Lack of mechanisms for comparing and harmonizing stan-
dardization initiatives.

- Lack of harmonization and coherence among the existing ar-
chitectural efforts.

State of Art about present
Smart City initiatives
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They address interoperability issues from varied perspectives as

illustrated in Figure 3:

- the starting point for working on the coherence of exist-
ing standards is to understand their landscape: The British
Standards Institution (BSI) analyzed existing Smart City-
oriented standards. The result was a report called “Mapping
Smart City Standards” (BSI, 2016), which organizes the
standards into three levels (technical, process and strategic
standards).

- Inorder to compare Smart City projects from an interoperabil-
ity perspective, it is desirable to establish a reference analysis
framework: In the Smart Grid context a very powerful model
exists: the Smart Grid Architecture Model (SGAM) (SGCG,
2012), built by the Smart Grid Coordination Group (which
joins CEN, CENELEC and ETSI). It enables identification
of data exchange interfaces, standard classification and map-
ping of different architectures on the same reference model.
Its success inspired different efforts to imitate it in the Smart
City context. Some examples are the Smart City Infrastructure
Model (SCIAM) (Marion Gottschalk, 2017) and the Generic
Smart City Architecture Model (GSCAM) (Christian Neure-
iter, 2014).
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- An important dimension for achieving harmonization among

different standardization initiatives is the identification of an
optimal implementation policy: an effort in this sense is car-
ried out by the European project ESPRESSO, which is making
recommendations in favor of the adoption of a global Smart
City Strategy (ESPRESSO, 2016). These recommendations
comprise the use of standards, specification of data formats
and avoidance of supplier lock-in. Another European initia-
tive is the Sector Forum on Smart and Sustainable Cities and
Communities (SE-SSCC), involving the main European Stan-
dardization Development Organization (CEN, CENELEC and
ETSI) (CEN-CENELEC, 2017).

Other initiatives are working on putting many cities around
one common architecture: The City Protocol Society (Aloisi,
2016) is developing a network of cities including Amsterdam,
Dubai, Barcelona and Montevideo based on its Functional
Platform; similarly, the Open & Agile Smart Cities (OASC)
initiative comprises more than 50 cities using FIWARE based
architectures (FIWARE, 2015). Another approach, driven by
the Global City Team Challenge, convenes sets of cities and
providers as “super clusters” to produce open “blueprints” for
sets of Smart City applications (NIST, 2018).
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02 | Reference model for the Smart City
Interoperability

Based on the SGAM and related works, we are proposing our
analysis grid (Fig. 2), with a third axis: Information and Com-
munications Technology (ICT) (z-axis), along with application
domains (x-axis) and, critical to our paper aims, the interop-
erability layers (y-axis). And these latter are: Functional (key
concepts, component, functionalities), Collaboration (configu-
ration of interoperable communications), Semantic (semantic
of the common language), Information (syntax of the common
language) and Communication (data exchange interfaces).

A principle gap observed in the collection of approaches reviewed
above is the lack of consensus on both a common language/taxon-
omy and a set of Smart City architectural principles (the definition
of “Smart City” itself is not singular (Hollands, 2008).

Finding this consensus would allow the distance between different
sets of standards and architectures to be dramatically reduced and
this in turn would allow the previous approaches to be more effec-
tive. Starting from this idea, the IES-City project was initiated.

IES-City puts forward an ana-
lytical means and set of con-
cepts to assist in the composi-
tional convergence (aka hori-
zontal interoperability) of smart city applications. A key concept
is that, although smart city applications are developed by siloed
teams, there are common choices that they have made that sim-
plify integration: PPI (IES-City Framework, 2018). Additionally,
these common choices are actuated at a small number of key
integration points termed Zones of Concern (ZofC).

International initiative
on interoperability:
the IES City Framework

58

A. Frascella, A. Brutti, N. Gessa, P. De Sabbata, C. Novelli,
M. Burns,V. Bhatt, R. lanniello, L. He

The analytical means are the application framework and the piv-

otal points of interoperability analysis.

- Application Framework: provides concepts and tools help-
ing to identify requirements for feasibility of Smart City ap-
plications and related achievable benefits, with case-studies.
Through this tool, implemented as a spreadsheet, early in-
vestigations into the functional and technical requirements,
readiness of city infrastructure, and benefits to city stakehold-
ers may be readily performed. Analysis of over 100 smart city
applications are included in this data set and tool.

- PPI Analysis: Whereas each existing technology is document-
ed in significant detail, IES-City constructs a simple analytical
technique based on a spreadsheet and the NIST CPS Frame-
work to produce a distillation of the key technology choices
made in composing an application. The CPS Framework
identifies a dictionary of hierarchically arranged concerns
about which requirements are developed and designs made
to realize them. For example, if a smart city application has
concerns about cybersecurity, it would identify these concerns
according to the CPS Framework aspect of Trustworthiness
which has sub-concerns of security, privacy, safety, resilience,
and reliability. Security has sub-concerns of physical and cy-
ber security. In IES-City, a set of technology under study is
analyzed as to whether they address these common concerns,
and if so, what technology solution they used. Knowledge of
these choices reduces the complexity of integrating a new ap-
plication with an existing one due to these pivotal points of
interoperability because the developers understand these key
interface choices.

- ZofC considers that groups of concerns can be realized in sets
of services bundled and exposed as a known interface. To as-
semble an application out of an ocean of available technical
choices, there are typically three roles of developers — the ap-
plication developer, the device developer, and the infrastruc-
ture (often cloud) service provider. Since these roles are com-
mon, bundles of services implementing ZofC can be focused
on a Northbound Interface where applications find services,
and a Southbound Interface where devices find services.

The identification of a set of
common principles is essential
to break down interoperability
barriers among silos and exploit
the potential of city’s infrastructures. It is not sufficient to iden-
tify only common technical principles. To make them effective, a
common strategy, shared between all the involved stakeholders
in a smart city, district or national level, should be defined in or-
der to create the conditions to favor and improve their adoption.
This conclusion derives from the consideration that the transfor-

The Italian consultation
initiative about
interoperability
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with respect of issues and leverages

mation process, to make the cities “smarter”, requires addressing
the needs of technological as well as of conceptual and meth-
odological, and that this can be achieved only through creating
synergies between all involved stakeholders.
An example of this kind of effort is currently in progress in Italy:
an activity, named National Convergence Table (NCT). Involv-
ing research and industrial communities and cities, NCT has
been launched by ENEA to identify a subset of common princi-
ples, identifying key PPI, fitting with national requirements de-
fining a roadmap for their adoption, and thus creating a national
ecosystem in which technologies can be integrated, replicated
and customized.
Under the umbrella of the NTC, a round table on Interoperabil-
ity, organized by ENEA, MIUR and MISE took place in Novem-
ber 2017, promoting a fruitful discussion on Interoperability
among national key stakeholders. Findings have been collected
and contributed to develop key point (such as: different building
automation protocols, different energy management software,
different proprietary devices and different semantic are used in
national project; interface different standards; concern of data
privacy and protection of personal data; sensitive data should be
separated from operational data in smart meters to avoid vendor
lock-in and the data access issues, ...) within the SET-Plan Ac-
tion 3.1 Temporary Working group on Energy Consumers. The
initiative is continuing and other meetings are being scheduled.
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One of the first outcomes of the NCT has been the recognition
of the key role played by the public administrations in the efforts
needed to activate the city’s change. This resulted in the identi-
fication of public calls for tenders as powerful leveraging means
for applying common interoperability principles. At the same
time a lack of interoperability skills in the many public adminis-
trations has been observed.
Starting from this awareness, the NCT identified as its first
objective, the definition of a set of open, scalable, modular,
standards-based, and general specifications based on com-
mon principles enabling the interoperable data exchange be-
tween the vertical smart city’s silos. The public administra-
tion will be able to use this set of specifications as the basis
for technical annexes in public tenders, and so leading their
service providers to adopt common and shared approaches
and solutions.
The use of such a specification aims to defend city administra-
tions from potential “vendor lock-in” by clearly stating data
requirements. The specification also provides for the ability to
preserve legacy solutions and technologies.
The Smart City Platform Specification (SCPS), is in progress. It
is managed by ENEA with the support of Bologna University on
the Semantic level but is open to everyone. Stakeholders are en-
couraged to contribute by providing use cases related to specific

sub-domains.
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The principles at the base
of the SCPS

The design and definition of the
SCPS benefits from our study
and practical experience on
projects about Enterprise Interoperability and involvement in

IES-City. Starting from these studies we identified some crucial

and general principles:

- avoidance of semantic ambiguities in specification definition,
to ensure the interoperability between the applications;

- clear definition of the specification life-cycle: every step re-
lated with the SCPS (for example, definition, implementation,
adoption, configuration, etc.) is considered and described;

- use of a flexible data format that is enforced by semantic con-
straints;

- usability of the specification, which is written for different
kinds of users, technical or domain expert, management per-
sonnel, and end users.

Since the objective of SCPS is strictly related to the cross-domain
data exchange at the application level (the “Northbound” inter-
face, as defined by the IES-City), we mainly considered the PPIs
related to data models and data meaning concerns (Fig. 4), on
which we derived the definition of two pillars for SCPS:

- Semantic modelling (data semantic concern): The aim is to re-
duce or eliminate terminological confusion with the definition
of shared knowledge and terminology. Ontology definitions
can help in this task, and can represent a common basis to
address communication management and resolving seman-
tic ambiguity. Modularity and reusability are two key features
that make ontologies a proper tool to be used inside the plat-
form. This, in turn, matches well to a general requirement of
modularity and scalability. We used ontology to describe the
semantic structure of the data model, fixing properties, char-
acteristics and data context.

- Syntax adoption (data model concern): This breaks down in-
teroperability barriers by defining formats and interfaces for
data exchange. Considering the wide scope of scenarios relat-
ed to Smart Cities, we adopted a horizontal approach for stan-
dardisation, defining a general data format able to represent a
broad set of measured data, coming from different sources and
managed by different applications. This data format is used
to provide a first validation step, while a deeper validation is
performed using semantic validation against the ontological
definition of the data model. In this way we have a general
approach for managing data exchange among different appli-
cation in a Smart Cities, but we can also provide application-
specific profiles for data exchange.
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NOTHBOUND INTERFACE = CPS FRAMEWORK: ASPECTS AND CONCERNS

Aspect/Concern Description

Data Concerns about data interoperability including fusion,

metadata, type, identity; etc.

data semantics Concerns related to the agreed and shared meaning(s)

of data held within, generated by, and transiting a system

data models Structure of data/information
granularity Granularity of data
meaning Semantic meaning of data element

Short description
of the SCPS

The Smart City Specification
(SCPS) provides a common set
of concepts and artifacts for
implementing a horizontal platform enabling exchange of data
among vertical smart city applications. On the basis of the refer-
ence model (Fig. 2), the SCPS was split into five levels, coher-
ent with the interoperability layers. Moreover, according to the
enunciated principles, it was considered to be modular, in the
sense that ideally each level could be adopted independently
from the others. This aims to favor, for example, a path of gradu-
al adoption of the SCPS, on the basis of need.

The Communication (Web Service Interface definition), Collabo-

ration (data exchange setup) and Functional (Smart City Platform

Architecture description) levels are implemented according a tra-

ditional approach (e.g. WSDL for SOAP WS). The architectural

principles, explored in the previous paragraphs, were used in the
definition of Information and Communication levels:

- Information Level: defines a format to provide for the interop-
erable exchange of data between heterogeneous systems or ap-
plications. It is composed of an abstract model and two syntac-
tic implementations (JSON and XML). This data is designed
in a flexible way to support various kinds of data coming from
any vertical system or application. The data model is made of
three parts:

- specifications: a list of properties that comprise the meta-
definition (meaning, data type and unit of measure) of
the data to be exchanged. For example, the exchange data
about average electric consumption of public buildings
would be defined as the “average electric consumption”
property having data type “double” and measurement unit
“kilowatt hour”;

- context: provides contextualization information (e.g. the
time zone related to the time stamps);

- values: contains the measured data on the declared proper-
ties, organized in key-value pairs, together with time-pe-
riod/instant to which they refer (for example the average
consumption, hour by hour, of the monitored building).

- This data model can be imagined as a table, which names of
columns are defined case by case.

- Semantic Level: provides the ontology defining the concepts
and the structures of specific application data model, which
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usually are defined at the Information Level, for assuring not
only the semantic interoperability due to shared meaning, but
also as a part of the formal validation of the format.

Interoperability is fundamen-
tal for smart cities, but is ham-
pered by the ad hoc way in which cities are becoming smarter.
Many initiatives are trying to address this problem, but there is
a lack of consensus on both common language/taxonomy and
architectural principles.

IES-City Framework, an international initiative launched
by NIST, proposes to ameliorate this challenge by revealing
a set of common Pivotal Points of Interoperability obtained
through the comparison of existing smart city architectures.
In Italy, the consideration of the IES-City approach to the na-
tional context through the Italian Convergence Table involv-
ing their principal smart city stakeholders, has indicated that
a lever for applying common interoperability principles can
be the creation of shared tender specifications. The goal of
this effort is to write reusable technical annexes for acquisi-
tions related to data exchange among vertical smart city ap-
plications. This involves the PPI discovered through the IES-
City methodology and are related to data format and data
meaning concerns.

The application of this approach has been carried out with the defi-
nition of a set of Smart City Platform Specifications, modular, repli-
cable and potentially applicable both to new and to existing systems.
Currently these specifications are being validated in a laboratory
context. The next step will be the validation in a real district.

Conclusions
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